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CyberFundamentals
Self-Assessment tool
1S
pu blICly available (E N) The CyberFundamentals Framework s a set of concrete measures to:

= www.cyfun.be & Protecttta

& Significantly reduce the risk of the most common cyber-attacks

4 Increase an organisation's cyber resilience Cy F u n 'TO O I b OX

CyberFundamentals Framework

To facilitate the use of the CyberFundamentals Framework, several tools are provided to assist
in the implementation of the framework:

® (CyFun Selection Tool is a tool for risk assessment resulting in a well-informed selection of
the appropriate CyberFundamentals Assurance Level.

CyFun Self-Assessment tool ™

® (CyberFundamentals Framework mapping provides an overview of the requirements and

links with the frameworks in a MS Excel-format
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What does the tool look like W s

Change Log

This workbook is the self-assessment tool for the CyberFundamentals Framework. The CyberFundamentals Framework is developed by the Centre for Cybersec Date Reason for change

(CCB), which operates under the authority of the Prime Minister of Belgium. The framework includes a set of concrete measures to protect data, significantly re 2023-06-07 =|n'|t'|al release
of the most common cyber-attacks, and increase the cyber resilience of organisations.
The framework is available for both voluntary and mandatory use.

In case of voluntary use, it is considered as National Certification Scheme for Cybersecurity Certi te of 1C
N USE LAST VERSION ““ i}y

For mandatory use of the certification scheme, the laws and regulations imposing mandatory use apply.
The Cyberfundamentals Conformity self-declaration is based on a self-assessment using this tool. The self-declaration can be verified by an independent third-p:
Conformity Assessment Body (CAB) and will then result in a label, a verified claim or a certificate in accordance with the Conformity Assessment Scheme.

Applicable version of the CyberFundamentels framework
Version ‘requirements 5 2023-03-01

pirections: USE LAST VERSION I [ = P

(1) Each “details” tab contains the controls of the respective cyberfundamentals framewaork level (BASIC-IN Version CAS (*%) 2023-11-20
The way each control is assessed considers 2 angles: How the controle is documented (documentation maturity) and how that documentatlon is implemented (implementation
maturity of each of the controls is assessed using the explanation in the Maturity Levels tab. . ) o
(2) Based on the assessment and according to the maturity level, a value from 1 to 5 is entered per control in the "details" tab of each assurance level. This level is determined for (¥) NAB: National Accreditation Body (BELAC)
documentation maturity and implementation maturity. (**) CAS: Conformity Assessment Scheme
(3) The "summary" tab for the respective cyberfundamentals levels shows the maturity score that determines whether or not one is compliant in accordance with the Conformity Assessment

Scheme. The target scores indicated in the "summary" tab are as determined in the Conformity Assessment Scheme.

The CyberFundamentals Framework, its tools and user instructions are available on: ~ Www.cyfun.be

The CyberFundamentals Conformity Assessment Scheme is available on: www.cyfun.be

Questions and feedback regarding this frameweork can be addressed to: certification@cch.belgium.be

MNOTE: Since the CyFun® Self-Assessment Tool is an element of the CyFun® Conformity Assessment Scheme that operates under accreditation, it is not possible to unprotect cells or activate all M5 Excel features.

Introduction [E AL LB BASIC Details | BASIC Summary | IMPORTANT Details | IMPORTANT Summary | ESSENTIAL Details | ESSENTIAL Summary -




The CyFun® Self-Assessment tool —
Conformity Assessment Scheme

The tool Is part of a
conformity assessmen
scheme under
accreditation which
requires results to be
reliable

Some cells are
protected and shall
not be changed

Function

Category

o

CYBERSECURITY

IMPORTANT
Subcat Subcat Cat Catego
. . Documentation | Implementation egnry EgDr\r egnr\r. "Y.
Key Measure: Subcategory Requirement Guidance . P DocL Impl Docurr 1 | Impl Comments ant
ore are
Maturity Score Maturity Score Maturity Score: Maturity Score
=Inventory specifications include for example, manufacturer, device type,
. i i medel, serial number, machine names and network addresses, physical
ID.AM-1: Physica| devices and systems The inventory of sssets sssociated with information and information | o ! s P 1,00 1,00
within the organization are inventaried procezzing facilities shall reflect changes inthe organization’s o o R -
. . . . =Accountability is the obligation to explain, justify, and take responsibility 1 1
context and include all information necessary for effective . o . .
. for one's actions, it implies answerability for the cutcome of the taskor
accountability.
process.
=*Changes include the decommissioning of material. ‘e
) rted hard ithout tion d tation, i O
When unauthorized hardware is detected, it shall be quarantined for * n}runsuppﬂ e nan \.l.\rarE Without 3n exception documentation, 1= e
. . . . designated as unauthorized.
possible exception handling, removed, or replaced, and the inventory . PN 1 1
. sUnauthorized hardware can be detected during inventory, requests for
=hall be updated accordingly.
=support by the user or other means.
«This inventory includes software programs, software platforms and ‘ \
databases, even if outsourced [Saas).
+0Dutsourcing arrangements should be part of the contractual agreements J
An inventory that reflects what software platforms and applications  |with the provider.
are being used in the organization shall be documented, reviewed, #Information in the inventory should include for example: name, 1 1
and updated when changes occur. description, version, number of users, data processed, etc.
=4 distinction should be made between unsupported software and
unauthorized software.
»The uze of an IT aszet management tool could be considered.
ID.AM-2: Software platforms and . o . . . o .
applications within the organization are The |nver.|turyuf_.wftwarz.plarfurms a.nd applications assuclaFEd with T.hE |nvzm.:uryuf.5:.|f?:wa.re platforms and appll:a.tluns should include the 1,00 1,00
inventoried information and information proceszingshall reflect changezinthe  [title, publisher, initial install/use date, and businesz purpose for each 1 1
. Target Maturity D . CyFUn Seif-Assesment
berFundamentals Categories Categor : . -
& eg eg o Maturity Score | Maturity Score Total Maturity level Tool Version 2023-10-02
Maturity Score
103 102 1.03
Asset Management [ID.AM) 1,00 1,00 1,00 !
Business Environment [ID.BE) 1,00 1,00 1,00
Governance (ID.GV) 1,00 1,00 1,00
Risk Assessment (ID.RA) 1,00 1,00 1,00
k Management Strategy (ID.RM) 1,00 1,00 1,00
Supply Chain Risk Management (1D.5C) 1,00 1,00 1,00
Identity Management, Authentication and Access Control | 3,00 1,00 1,00 1,00
Awareness and Training [PR.AT) 3,00 1,00 1,00 1,00
Data Security (PR.DS) 3,00 1,00 1,00 1,00
Information Protection Processes and Procedures (PR.IP) 3,00 1,00 1,00 1,00
Maintenance [PR.MA) 3,00 1,00 1,00 1,00
Protective Technology (PR.PT) 3,00 1,00 1,00 1,00
Anomalies and Events (DE.AE) 3,00 1,00 1,00 1,00
Security Continugus Monitoring [DE.CM) 3,00 100 100 100
Response Planning (RS.RP) 3,00 1,00 1,00 1,00
Communications (RS.CO) 3,00 1,00 1,00 1,00
Analysis (RS.AN) 3,00 163 175 1,50
Mitigation (RS.MI) 3,00
Improvements (RS.IM} 3,00
Recovery Planning (RC.RF) 3,00
Improvements (RC.IM) 3,00
Communications (RC.CO) 3,00
KEY MEASURES (KM KEY MEASURES (KM)
CyberFundamentals Maturity Level IMPORTANT N Target KM N Target KM
s Su . N . i e i Su 5 5
b TArgEt Maturity 50078 mmliemm Category Maturity Score DOCUMBNtation MatUrity SCOME. el M| Maturity Levels Category Requirement Maturity Score | Maturity Score Category Requirement Maturity | Matw
Score Score Score Scor
Communications (RC CO) 50 Asset Management {IDLAN) 5 - Optimizing Information security and cybersecurity roles, responsibilities
Improvements (RC.IM] \ 15 Business Ewironment (10.5) 4- Managed PRAC-1 Identities and credentials for authorized devices 3,00 1,00 1,00 1,00 ID.AM-6 and authorities within th ization shall be 3,00 1L
\ \ 4 / 3 - Defined -and users shall be managed. reviewed, authorized, and updated and zlignment with
. \ 2 - Repeatable -internz roles and external partners.
Recovery Flanning (RC.RF) \ |35 , Gavernance (ID.GV) 1 - Iritial T Usage restrictions, CoNNECtion requirements,
N 30 / e ———— hrouzh 200 100 100 100 PRAC.3 .imAlementation guidance, and authorizations for remote 300 100
Improvements (RSIM) 2 . Risk Assesment (ID.R&) multi-factor authentication (MFA). a:'::s: :?tnePrganization‘s critical:_ysmms enviranment
< shallbe an
Where appropriate, network integrity of the organization’s
L critical systems shall be protectad by
Mitigation (RS M} Risk Management Strategy (ID.RM) Access permissions for users to the (1) Identifying, ¢ " o X
e " hall be defined and 3.00 100 100 100 Y entifying, documenting, and controlling connections 3,00 100
SRS e an ’ ! ! ! L system components. ! .
) (2] Limiting external connections to the organization's critical
Analysis [RE.AM) —— A Supply Chain Risk Management (ID5C) systems.
It shall be identified who should have a - The organization shall monitor and control connections and
A\ i L PRAC- itheorzanization's business's critical information | 3,00 1,00 1,00 1,00 PRAC-5 ;communicationsatthe sxterns| boundary and 3t key intarna| 3,00 100
Commurications (R5.0) ~ identity Management, Authentication and e SAr S —— boundaries within the organization's critical systems by
' Access Control (PR.AC) y i ing boundary protection devices where
ﬁrr"n"’t';‘ Et: fhc:::::r:::an:rfp:!;';"i‘:;"‘:;::i:‘ =2 The organization shzll take appropriate actions resulting in
Responsz Planring (RSAF) Avarzness and Training (PR.AT] PRAC- itheynead to do their jobs [the principle of Least 3,00 1,00 1,00 1,00 PRDS-5 |IZTenitoning of S critica| systams 3t 2xtarna| boroars and 3,00 100
b critical internal points when unauthorized access and
i X X N4 h . . activities, including data leakage, is detectad
Sacurity Continuous Monitoring (DE.CM) Data Security (PR.CS)
| \ . . Nobody shall have administrator privileges for o o
Informetion Protection P o
Anomales and Events (DE A2} ! informe urr‘oc::—uduréullR.r:]P(\E“ﬁ an PRACA idsily tasks, 3,00 100 100 100 pRip-y iTneorganizationshall develop, document, and maintain a 3,00 100
Brotective Technology (PRLPT) Maintenancs {pra] baseline configuration for the its business critical systems.
The organization shall monitor and identify unauthorized use
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®— CyberFundamentals Is measurable

Documentation

Level 1 - Initial

Level 2 - Repeatable
Level 3 - Defined

[ Implementation

Level 4 - Managed

evel 5 - Optimized
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®— The maturity levels

YENIIEEEN | BASIC Details | BASIC Summary | IMPORTANT Details | IMPORTANT Summary

ESSENTIAL Details | ESSENTIAL Summary QRGN

Documentation Implementation

Documentation

Maturity level

Implementation

Score

Score

Initial No Process documentation or not formally approved by Standard process does not exist,
(Level 1) management
Repeatable Formally approved Process documentation exists but not . . .
. . . Ad-hoc process exists and is done informally.
(Level 2) reviewed in the previous 2 years
Defined Formal_ly SJREYEL [PIOCESS LRTUMENEID S, 2 Formal process exists and is implemented. Evidence available
exceptions are documented and approved. Documented & . .
(Level 3) . . for most activities. Less than 10% process exceptions.
approved exceptions < 5% of the time
Formal process exists and is implemented. Evidence available for
Managed Formally approved Process documentation exists, and all activities. Detailed metrics of the process are captured and
(Leveglj 2) exceptions are documented and approved. Documented & reported.
approved exceptions < 3% of the time Minimal target for metrics has been established. Less than 5% of
process exceptions.
Formal process exists and is implemented. Evidence available for
L Formally approved Process documentation exists, and all activities. Detailed metrics of the process are captured and
Optimizing :
(Level 5) exceptions are documented and approved. Documented & reported.

approved exceptions < 0,5% of the time

Minimal target for metrics has been established and continually
Improving. Less than 1% of process exceptions.
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The CyberFundamentals Architecture

Function

PROTECT (PR)

Category

Subcategory

N

Basic

CYBERSECURITY
[ 4

Requirement

Guidance

Identity Management, Authentication and
Access Control (PR.AC)

PR.AC-4: Access permissions and
authorizations are managed, incorporating
the principles of least privilege and
separation of duties

Access permissions for users to the
organization’s systems shall be defined and
managed.

The following should be considered:
Draw up and review regularly access lists
per system (files, servers, software,
databases, etc.), possibly through analysis
of the Active Directory in Windows-based
systems (...)

Important

Key Measure

Requirement

Guidance

Key Measure

Where feasible, automated mechanisms
shall be implemented to support the
management of user accounts on (...)

éConsider separately identifying each
iperson with access to the organization's
critical systems with (...)

Essential

Requirement

Guidance

Key Measure

Account usage restrictions for specific time . - ,
:Specific restrictions can include, for

gexample, restricting usage (...)

periods and locations shall be taken into
account (...)

References per subcategory

CIS v8 Critical Security Control 3, 4, ...
IEC 62443-2-1:2010, 4.3.3.7.3
IEC 62443-3-3:2013,SR 2.1

ISO/IEC 27002:2022, 5.3, 5.15, ...

ISO/IEC 27001:2022, Clause 8.1, Annex A (see ISO 27002)




The Details tab

Cateqory

Asset Management [ID.AM): The
data, perzonnel, devices, systems, and
facilities that enable the organization to
achieve buziness purposes are identified
and managed conzistent with their relative
importance boorganizational abjectives and
the organization?s risk, strateqy,

Key Measure

Subcateqory

I0.AM-1: Physical devices and systems
within the organiz ation are inventaried

Introduction

>

[ 4

CYBERSECURITY

BASIC Details

Maturity Levels

HRequirement

Guidance

«This inventory includes fized and portable computers, tabletz, mobile
phones, Programmable Logic Contrallers [PLCs), sensars, actuators,

Aninventony of assets associsted with inkarmation and information proceszing [ robotz, machine tools, frmware, network switches, rauters, power supplies,

facilities within the arganization shall be documented, reviewed, and updated
when changes ocour,

I0_AM-2: Software platfarms and
applications within the organization are
inwentoried

Aninventony that reflacts what 2okt sy
uzed in the organization shall be dog
changes acour,

10.AM-3: Organizational communication
and data fows are mapped

Information that the arganization stares and uses shall be identified.

the organization's netwark.,

and other networked components or devices.
«Thiz inventony must include all azsets, whether or not they are connected bo

BASIC Summary | IMPORTANT Details | IMPORTANT Summary | ESSENTIAL Details | ESSENTIAL Summary | [Euaal

MANUAL INPUT (unprotected cells)

BASIC
Subcategory | Subcategory Category Cateqgory
Documentation | Implementation | Documentatio | Implementatio | Documentatio | Implementatio Comments andior additional information
Seare Seare n Maturity n Maturity n Maturity n Maturity
Score Score Score Score
1,00 1,00
1,00 1,00

== Ol Uses.
yp Emakes sense b your
buginess. au may want to have your employees make alist of 3l the
information they use in their regular activities, List everything you can think
of, but you do not need o be too specific, For example, you may keep
custamer names and email addreszes, receipts for raw material, your
banking information, or other proprietary information,
«Conzider mapping this information with the azzociated assets identified in
the inventaries of phyzical devices, systems, software platborms and
applications uzed within the organization [ee [0AR-18 IDLARN-2),

A

C
1,00 (p

UTOMATI
ralcu

rotect

latiol
ed cell

I0_AM-4: Euternalinformation systems are
catalogued

MO REQUIREMENT

Qutzaureing of systems, software platforms and applications uzed within the
arganization is covered in 10801 IDARM-2.

ID_AM-5: Resources (e.g. hardwars,
devices, data, time, personnel, and software)
are prioritized bazed an their claszification,
criticality, and business value

The organization®s rezources [hardware, devices, data, time, persannel,
information, and software) shall be prioritized bazed on their classification,
critic-ality, and buginess walue,

«Dletermine orqanization®s resources [e.g, hardware, devices, data, time,
perzonnel, information, and software):

o'wthat would happen ba my business if these rezources were made public,
damaged, lozt...?

o'wthat would happen bo my business when the integrity of resources is no
langer quaranteed?

owhat would happen bomy business it fmy customers couldn® access
these resources? Aind rank these resources based on their clazzification,
critic:aliy, and buziness value.

‘Resources should include enterprise assets.

Documentation
score

1,00

1,00

L

Implementation
score

notes
(unprotected cells)
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®— The ‘Summary tab

CyberFundamentals Cate

Total Maturity level Tool Version 2024-01-08

1,14 USE LAST VERSION

Asset Mansgement (IDAM)
Gmnema nce 1ID
Risk Assessment {tD H.ﬁ.]

e e R RO .+ SRS SO L.~ S
1,00 :
....1.".'.¢.H.:|.......... ............'.............E............'.............

1,67 2

ot«tmn Fru:ﬂies and Pro:edu" s!FR IF']
AUTOMATIC e
Prote:twe chhnuluﬂf [PFI PT]

Anomalies and Events (DEAE i

I | " s DETECT secunw P Minlmr{nl ‘DE cM, ................................é........... e R e
....j.".'.c.“;l.......u. ............'.............g............'.............
1,00 :

2,50

(protected cells) improvaments (5

Recovery Planning (RC.RP)

; Target KM =
CyberFundamentals Maturity Level BASIC CyberFundamentals Framework sub \Hon
i Maturity Levels : Requireme O

b " i H
it Tar gt Maturity Score e Category Maturity Score e Do e it ation Maturity Score B L1 0= o T P 5 - Optimizing m EI mtu rltv mtu rltv oore ? “ﬂuﬂw Score
;Identities and credentials for :

4 - Managed 1 i : .
3- Defined | PRACT devices and users shall be m: Score Score I

2 - Repeatable :
50 1 - Initial ‘The organization's networks

R sy P g (RC.RF, ’ M, e (IDLAM) H
o R RERn 45 fes Mansg e R A 0 = Non-existent PR.AC-3 remotely shall be secured, in

:fmultrfacxnr authentication | 2,50 1,00

' A.u:us perrnl_r..shum iOrisay SE—— o
PRAC4 iorganization’s systems shall be definedand {250 1,00 1,00 i 1,00
...imanaged. ST NS N N
P "1t shall be identified who should have access tn
l T ithe organizationsbusnessscrical 0 M0 | R0} R n
{Employee access to data and information : shall
be limited to the systems and specific
Idertiny M EnagemEnt, Authenticaton Bnd AEs E:ll'lfﬂl'l'l'liﬁm they need to do their jobs (the
Contrdl {PRAC) - errreennnnnn. PYINCIDIE Of Least Privilege).
iNobody shall have administrator prmlegesﬁ:r
. idaily tasks.
Firewalls shall be installed and activated on a1|
Awbreness and Training [FRLAT) o ithe organization's networks,
jmre appropriate, network integrity of the
igrganization's critical systems shall be
iprotected by incorporating network
_ isegmentation and segregation.
Eh:l‘upﬁfﬂrurgariﬂﬁm's business critical
Inf ormation Protection Processes and Procedures }data thall be conducted and stored on a

(PesF) oo Emmdﬁeremfmmthedmunwmmhe' 2:50 Lty L

{nriginal data racides

1,00

lergsr o res. [R5 0] Gavernance (I0.GV)

Communications |RS.00)

Key Measure Maturity
Total Maturity

PR.AC-4 2,50 1,00 100 H 100

IV IV
NI

5/5
5/5 S

Secuty Continuous Manadng [ DE.CM)

O el S A MR A E

2,50 1,00 1,00 E 1,00

Anomalies ard Events |DEAE) Data Sscurity (PRDE]

Protective Technaology | PRUPT)

Mg rance [FR.AMA)

.

Introduction | [JNETEICEEN BASIC Detalls | BASIC Summary | IMPORTANT Details | IMPORTANT Summary | ESSENTIAL Details | ESSENTIAL summary |JEEELE
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U

T h e ‘S u m m a ry, ta b IMPORTANT ‘ CYBERSECURITY

Implementation .
Maturity Score | Maturity Score Total Maturity level

Target Maturity | = 1 |
Score '

CyberFundamentals Categories

Asset Management (I1DAM)

1,00 1,00 Tool Version 2024-01-08

.........................................................................................................................................................................

Risk Management Swrategy (IDRM) ;..o |10 ) 1od o Loo
Supply Chain Risk Management (1D.5C) 3 3,00 1,00 1,00 1,00 USE LAST VERSION

Identity Mananement Authentlcatlnn and Access Control LR

Full
AUTOMATIC
calculation

Protective TEn:hnl:uI-:nm,' (FR.FT) ! :
AnomaliesandEvents (DEAE) o 300 | T 100 o 100

Security Continuous Monitaring {DE.CM) i 5,00 1,00 1,00 : 1,00
Respl:unse Plannlnn (R5.RF) : 3,00 1,00 1,00 : 1,00

(protected cells) | C:unications (RSCO) T A L I o0 T 00T T
_____________________________________________________ S|, N IR " SRS U 7 S S v, S
......................................................................................... 300 o )Aee A0
3,00 1,00 1,00 1,00
______________________ LRCRPJEW U | S IO | U R . .
................................................................................ TN ! NV VTN 712 NN U L. S SV . O
Communications LRE ) : 3,00 1,00 1,00 : 1,00
KEY MEASURES [KNM) KEY MEASURES (KM)
KM :
Sub ! . Documentation : Implementation . Doc tati I I tati
Category | o Target KM turty 1 maturity score | mﬁﬁw Score | Tcauirement e M Ma: m:: Smmn ' ::tem;.rnsﬂam“
: ! : . . ur re | ur re
: : Maturity Maturity core : Maturity Maturity =
: ' : and cybersecurity roles, re :
!ldentitiesandcre | nthe organization shall be Score Score :
PR.AC-1 1 1,00 1,00 : 1,00 1,00 ! 1,00
" > Ei"'ld users shall be . Score Score , and updated and alignme ;
KeV Measure Matuntv = 3 5 -------------- e, A [ [PUR —— A | olesandesamaloaos 8|
. ETheurganizatiun" : : nnection requirements, 300 1 .00 :
1 T H P L] ] :
Total I\/l atu rlt > 3/5 PR.AC-3 iremotelyshallbe ! 3 m 1 [H] 1,00 1,00 : 1,00 ar!cE, am:! E-IJthDFIZHtIDI'ISf{ 1,00 i 1,00
— ' multifactor auth ! ’ 4 : ation's critical systems em !
.............. R veememeeme e e JiCUMENted A0d implemEnt
: I : wetwork integrity of the organization's
.ﬂu:\cess permissions for user; : = F_'mtme'd by . . : !
PRAC-4 | orzanization’s sys =l 1,00 1,00 1,00 wenting, and controlling connections 3,00 1,00 1,00 : 1,00
‘ma naged. : ponents. : :
: : onnections to the organization's critical
iltshall be identified who should have accessto | : | maniter and cantrel EDI'II'IE-EtiDI'-IS and : :
PRAC-8 itheorganization’s business's critical information | 3,00 1,00 1,00 : 1,00 ne external boundary and atkeyinternal & 5 o) 1,00 1,00 : 1,00
:andtechnulugyandthemeanstugeta : : e organization's critical systems by :
.......................................................................... eeeeemmemeeeeee e [arvprotectiondeviceswhere o NN .
Emp|D‘5ﬂE~EEEI:E55thEtE and infermation shall be ltak |
Himited to the systems and specific information ta E.appruprlat!! aFtlunslrlesu .tmgm . :

Introduction | [JNETEICEEN BASIC Detalls | BASIC Summary | IMPORTANT Details | IMPORTANT Summary | ESSENTIAL Details | ESSENTIAL summary |JEEELE




The ‘Summary’ tab W e

ation | Implementation .
pEem Total Maturity level
Mmaturity S¢core | .

Category 1,01 1,14
Maturity Score oo

WJ ---------- Tool Version 2024-01-08

B i USE LAST VERSION

CyberFundamentals Categories

Target Maturity
Score

Full
AUTOMATIC

calculation
(protected cells)

Asset Management (1DL.AM)

-
[

[
y

Supply Chain Risk Management (1D.5C)
Identity Management, Authentication and Access Con

-

....................................................................................................... b Y] IR 71" S
O A B VEintenance (PRMA) e e300 e 200
Key M easu re M atu rlty Z 3/5 Protective Technology [PR.PT) 1 3,00 1,00
Ancmalies and Events [DE.AE) i 300 | 100 |
DETECT  |Security Continuous Monitoring(DECM) i 300 | oo ]
Detection Processes (DE.DP) 3,00 1,00

Response Planning (RS.RP)

Category Maturity = 3/5

Improvements (RS.10)
Recovery Flanning (RC.RP)

Total Maturity = 3,5/5

Communications (RC.CO)

- L
KEY MEASURES (KN} KEY MEASURES (KM) KEY MEASURES [(KM)
Sub . ' n | Implementation Sub i : ation | Implementation Sub ;umentation | Implementation
s Requiremen | : . 5 Requirement Target A 5 : : Requirement Target KM ' :
Category : ] Ta TE'E't KM e | Maturity Score | | Category | E score | Maturity Score || catagory | B - ) turityScore | Maturity Score
: ' : : : : : i I : ; Maturity jMaturity :
: : Mﬂt“ I_i_l:_f Mﬂtl.l I_iw 5 E|I1fDrI'ﬂatIDI'.I _?E-EI.Ir.Ityl'.Ell'ld qrherse.-:ur.ltyr roles, resp Matu rlt'f Matu rlt'f 5 ‘Contractual information security and
PRAC-1 :ldentities and credentials for au ! : 100 ID.AM-6 +and authorities within the organization shall be di i 100 ' ) ) Score Score
a iand users shall be managed. : ireviewed, authorized, and updated and alignment f‘:ﬂre f‘:ﬂre : : EE&I‘I:IEFSE-EIJ rity’ requirements for suppl
______________ L Score Score i | Feeeeeenen .. prsEnizErion-internal roles and external partnars, 1and third-party partners shall be '
: R 1 i :Usage restrictions, connection requirements, i ! implemented to ensure a verifiable flz )
ETheurganlzatlun'snetwurkz.;whq 1 i 100 PRAC-3 ‘implementation guidance, and autharizations for : 100 IDL5C-3 P L. i 1,00 1,00
PR.AC-3 Eremqtelyshall beseql:ure?j, inclu : T T I 3 1 . s EFE-I'I'IE-dIEtIDI'I process, and to ensure tt :
Jm”'t"famra”thent"at“’"[MF“ ' .- 00 .- LU N R i correcticn of flaws identified during
1 .ﬂ}m l_lm iWherE appropriate, network integrity of the orgar eI el security and cybersecuri 3 00 100
' L ‘ : ' icritical systems shall be protected by : X . ) r ¥
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