CYBERSECURITY
BELGIUM

%‘q CENTRE FOR
<

®— The CyberFundamentals Framework

Version 2024-08-20

Cybersecurity Certification AUthOnty Centre for Cybersecurity Belgium b

Under the authority of the Prime Minister



’%:"" CENTRE FOR

What is CyberFundamentals? W coeseaunm

CyberFundamentals

Framework

ESSENTIAL

/ IMPORTANT

140 controls
117 controls

) 34 controls

Non-technical
formulated
guidelines

& recommendations

@ CIS Controls

N\

ESSENTIAL: 100 % Attack countered
IMPORTANT: 94 % Attacks countered

BASIC: 82 % Attacks countered

CERT attack profiles (retrofit of successful attacks)

Federal

CYBERSECURITY Cyber Emergency
EISUAL Response Team
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®— Small - the starting level

- Intended for micro-organisations
(except in a high-risk environment)

- Only limited technical knowledge required

: m Cybersecurity best practices

- Fully aligned with CyberFundamentals Assurance Levels
Basic, Important and Essential

CyberFundamentals
SMALL
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®— Small - Cybersecurity best practices

1. Use Multi-Factor Authentication whenever possible.

- Always use Multi-Factor Authentication on remote access

2. Implement security updates/patches for all your software
as soon as they are available.

3. Implement an anti-virus solution on all types of devices and
keep It up-to-date to ensure Its continuous effectiveness.

4. Protect your network by installing a firewall.

5. Protect data on the network accessed via WIi-Fi using
wireless encryption standards.

6. Pay specific attention to remote access security.
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®— Small - Cybersecurity best practices

10.

CYBERSECURITY
BELGIUM

%r“ CENTRE FOR

Regularly perform automated backups of your information.

Put a backup OFF-LINE (not connected to the network) weekly or every few weeks.

- After mayor changes, backup your systems so you can restore them more easily.

Ensure that no one works with administrator privileges for daily tasks.

Restrict physical access:
Protection of computers and mobile devices against theft or improper use.

Restrict access to premises, backups, servers, and network components to authorized
iIndividuals only.

Know-how and who to contact in case of a cyber incident.
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®— CyberFundamentals Assurance Levels

«Standard security measures for all enterprises.
BASIC *Technology and processes generally available.
Known cyber security risks.

*Targeted advanced cyber-attacks.

=SSENTIAL By actors with extensive skills and resources.

MPORTANT *Targeted cyper-attacks. |
By actors with common skills and resources.
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®— Proportionality - the Principle of balance

Risk assessment tool to determine the assurance level

Through the

[ TR 2T .8 S r—a - Sr—an- Vi e o ' e e
assurance levels el - el
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Tm Caial = = = e EEERTAL

Focus on real

) Kecy Measures

Conformity thresholds considering the maturity level.

IMPORTANT ESSENTIAL

Min KM Maturity >2,5/5 >3/5 >3/5
CategoryMaturity 1 >3/
Total Maturity >2,5/5 > 3/5 >3,5/5
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Assurance levels

based on
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®— Business Risk Assessment

Default Risk Assessment per Sector & Size
=> appropriate CyberFundamentals Level

Ny CENTRE FOR

CYBERSECURITY
BELGIUM

Selection tool

‘A‘ CENTRE FOR Version: 2023-08-03
b CYBERSECURITY
, BELGIUM
Energv Common skills Common skills Common skills Extended 5kills Extended Skills
______________________________________________________________________ !
Threat Ideologues Nation State !
Organization Size (L/M/S = 3/2/1) Competitors . g Terrorist Cyber Criminals :
Actor Type Hactivists actor .
Global or . ] . ] .
Cybe r Attack Ca ['egg ry Targetted Impact Prob | Risk 5core Prob Risk Score Prob | Risk Score Prob Risk Score Prob | Risk Score
Sabotage/ Disruption (DDOS,...) 2 High Low 0 Low 0 Med 30 Med 30 High 60
Information Theft (espionage, ...) 2 High Low 0 Low 0 Low 0 High 60 High 60
Crime (Ransom attacks) 1 High Low 0 Low 0 Low 0 High 30 Low 0
Hactivism (Subversion, defacement...) 1 Med Low 0 Med 7,5 Low 0 Low 0 Med 7,5
Disinformation (political influencing) 1 Low Low 0 Med 0 Low 0 Low 0 Low 0 Score CyFun Level
Total Total 0 7,5 30 120 1275 285

https://atwork.safeonweb.be/tools-resources/cyberfundamentals-framework/choosing-right-cyber-fundamentals-assurance-level-your-organisation
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®— Operational Risk Assessment

b':l\SSeS(;J roannce levels Risk assessment is mandatory and included in Art 30 of the BE NIS2 legislation.

Risk assessment is the core of the CyberFundamentals Framework

BASIC - ID.GV-4.1: As part of the company's overall risk management, a comprehensive
strategy to manage information security and cybersecurity risks shall be developed
and updated when changes occur.

BASIC - ID.RA-5.1: The organization shall conduct risk assessments in which risk is
determined by threats, vulnerabilities and impact on business processes and assets.

No specific methodology to perform risk assessment is imposed.
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The CyberFundamentals Architecture

Basic

Function Subcategor Ke
e Requirement Guidance .
Measure

PR.AC-1: [dentities and credentials are |pr ac-1.1: Identities and credentials for
issued, managed, verified, revoked, and |authorized devices and users shall be
audited for authorized devices, users, |managed.

and processes

Identities and credentials for authorized
devices and users could be managed through a
password policy (...)

Important

PR.AC-1.2: Identities and credentials for Automated mechanisms canl help to support
thorized devi d hall b
PROTECT (PR) iwuan:gr:de Wheevrlziseaasr;blzstir:osugah auiomated the management and auditing of information
Incremental mechanisms. system credentials (...)

model Essential
PR.AC-1.3: System credentials shall be , ,
, i , To guarantee the safe operation, service
deactivated after a specified period of ,
. .. . . accounts should be used for running processes
inactivity unless it would compromise the safe

, " and services(...
operation of (critical) processes. ()

References per subcategory

NBN ISO/IEC | NBN EN ISO/IEC CIS IEC 62443-2-1 IEC 62443-3-3
I D E N TI FY 27001:2023 27002:2022 v8 2010 2013
Clause 6.1.1 Critical Table 11 -
RESPOND ’ Controls 5.16, , SR1.1,1.2,1.3,
Clause 8.1, 17 518 8.2 Security 4.3.3.5.1, 14 15 17
PROTECT Annex A (see 8’ 3' 8’5 "1 Controls 1, 3, Table 13 - ' 1’8. 1’ 9' ’

P SO 27002) 4,512,13 @ 433.7.4
DETECT M@E@E@[ m]
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Respond: Acting on a detected cybersecurity & s
Incident

q

‘ CYBERSECURITY
BELGIUM

=S FRAMEWORK
Response )
Planning %

[RS.RP]

‘7

Analysis Mitigation
[RS.AN] [RS.MI]

Communications
[RS.CO]

Improvement
[RS.IM]
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Respond: Acting on a detected cybersecurity & s

‘7 . . <4 BELGIUM
Incident

Basic response plan l
BASIC

Response
Planning
[RS.RP]

Analysis Mitigation
[RS.AN] [RS.MI]

Post incident evaluation
Communications

[RS.CO]
Info sharing with emplovees

Improvement
[RS.IM]

CyFun® is a cumulative model 12 —®



N

Respond: Acting on a detected cybersecurity & s
Incident

‘7

Developed response plan m

Investigate receijved notifications + corrective actions

Response
InCident P|anning IMPORTANT
categorization [RS.RP] Incident handling
: capability
Analysis Mitigation
Vulnerability [RS.AN] [RS.MI]

manaagement
Communications

Info sharina with employees [RS.COJ

And relevant stakeholders Post incident evaluation
Improvement

Coordinate response actions [RS.IM]

Incident handlina
Improvement
CyFun® is a cumulative model 13 —®
OGBS0
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Respond: Acting on a detected cybersecurity & s
Incident

[ > CYBERSECURITY
‘ BELGIUM

‘7

Investigate using

automated mechanisms
Incident Response

cateqgorization Planning
[RS.RP]

Developed response plan '“
+ corrective actions .

ESSENTIAL

Automated
F—— | Incident handling
¥ : Analysis Mitigation capability
anagemen [RS.AN] [RS.MI]

Forensics -
Communications

| | [RS.CO]
Info sharina with emplovees

And relevant stakeholders
Coordinate response actions

Post incident evaluation

Improvement

RS.IM] Incident handling

improvement

CyFun® is a cumulative model 14 —®
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®— Key Measures

=» No misuse of risk assessments to do nothing = just do it

. _ =
=» |dentified on what basis? ‘fgm EE(I\JBTERRESFEOCRURITY Federal Cyber Emergency Response Team

BELGIUM

 BASIC _ Key Measure

|dentify who should have access to critical information and technology

THERE ARE ONLY TWO

Limit employee access to to what they need to do their jobs TYPES OF ORGANISATIONS:
Nobody shall have administrator privileges for daily tasks THOSE WHO DO SOMETHING

_ TO BE PREPARED
Secure remote access e.g. using MFA “OR RANSOMWARE

nstall and activate firewalls. AND THOSE WHO JUST WAIT

ncorporate network segmentation and segregation. w o
nstall Patches and security updates. # | 8 sLocken B
Maintain and review (activity) Logs. N

Install and update Anti-virus, -spyware, and other -malware programs 77
Make Backups and store them separately.

29 in total = m (KN IMPORTANT R:B ESSENTIAL R&

SUMMARY
© N g~ W N =

—
o
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®— CyberFundamentals is Maturity Level based

CyFun® Level 5

CyFun®Level 4 Optimizing

CyFun® Level 3

Defined

Managed

CyFun®Level 2

Complexity
(no requirementS) CyFun® Level 1 Repeatable
I Initial

Process Ad Hoc

unpredictable, Processes, Formal processes,

documented & poorly project oriented oriented & proactive
controlled

Formal processes,

Formal processes, S :
organisation oriented,

organisation oriented, :
: controlled, proactive,
controlled, proactive

measured & continua
: & measured :
& often reactive Improvement
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®— CyberFundamentals Maturity Level criteria

Maturity level

Documentation score

Documentation

"“" CENTRE FOR

‘i"‘ CYBERSECURITY
" BELGIUM

Implementation
score

Implementation

Initial
(Level 1)

Repeatable
(Level 2)

Defined
(Level 3)

Managed
(Level 4)

Optimizing
(Level 5)

No Process documentation or not formally approved by
management

Formally approved Process documentation exists but not
reviewed in the previous 2 years

Formally approved Process documentation exists, and
exceptions are documented and approved. Documented &
approved exceptions < 5% of the time

Formally approved Process documentation exists, and
exceptions are documented and approved. Documented &
approved exceptions < 3% of the time

Formally approved Process documentation exists, and
exceptions are documented and approved. Documented &
approved exceptions < 0,5% of the time

Standard process does not exist.

Ad-hoc process exists and is done informally.

Formal process exists and is implemented. Evidence available
for most activities. Less than 10% process exceptions.

Formal process exists and is implemented. Evidence available for
all activities. Detailed metrics of the process are captured and
reported.

Minimal target for metrics has been established. Less than 5% of
process exceptions.

Formal process exists and is implemented. Evidence available for
all activities. Detailed metrics of the process are captured and
reported.

Minimal target for metrics has been established and continually
Improving. Less than 1% of process exceptions.
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CyFun® Self-Assessment tool

WAV
{
«

This workbook is the self-assessment tool for the CyberFundamentals Framework. The CyberFundamentals Framework is developed by the Centre for Cybersec
(CCB), which operates under the authority of the Prime Minister of Belgium. The framework includes a set of concrete measures to protect data, significantly re
of the most common cyber-attacks, and increase the cyber resilience of organisations.

The framework is available for both voluntary and mandatory use.

In case of voluntary use, it is considered as National Certification Scheme for Cybersecurity Certi te of 1C
incase o USE LAST VERSION ““ il
For mandatory use of the certification scheme, the laws and regulations imposing mandatory use apply.

The Cyberfundamentals Conformity self-declaration is based on a self-assessment using this tool. The self-declaration can be verified by an independent third-p:
Conformity Assessment Body (CAB) and will then result in a label, a verified claim or a certificate in accordance with the Conformity Assessment Scheme.

Directions:

(1) Each “details” tab contains the controls of the respective cyberfundamentals framework level (BASIC-IN
The way each control is assessed considers 2 angles: How the controle is documented (documentation maturity) and how that documentatlon is implemented (implementation i
maturity of each of the controls is assessed using the explanation in the Maturity Levels tab.

(2) Based on the assessment and according to the maturity level, a value from 1 to 5 is entered per control in the "details" tab of each assurance level. This level is determined for
documentation maturity and implementation maturity.

USE LAST VERSION

Scheme. The target scores indicated in the "summary" tab are as determined in the Conformity Assessment Scheme.

Change Log

Date Reason for change

2023-08-07 :In'lt'lal release

Intermed iate updates after feedback users

L.Ipu:late after CyFun hemg approved for accreditation by the NAB (¥)

Applicable version of the CyberFundamentels framework
Version ‘requirements ' 2023-03-01

Version 2023-11-20

(*) NAB: National Accreditation Body (BELAC)
(**) CAS: Conformity Assessment S

(3) The "summary" tab for the respective cyberfundamentals levels shows the maturity score that determines whether or not one is compliant in accordance with the Conformity Assessment

www.cyfun.be

www.cyfun.be
certification@cch.belgium.be

The CyberFundamentals Framework, its tools and user instructions are available on:

The CyberFundamentals Conformity Assessment Scheme is available on:

Questions and feedback regarding this framewerk can be addressed to:

MOTE: Since the CyFun® Self-Assessment Tool is an element of the CyFun® Conformity Assessment Scheme that operates under accreditation, it is not possible to unprotect cells or activate all M5 Excel features.

CyFun®
Self-Assessment tool
1S
publicly available (EN)
In the
CyFun Toolbox
= www.cyfun.be
= www.cyfun.eu

ISEEN | BASIC Details | BASIC Summary | IMPORTANT Details | IMPORTANT Summary

Introduction

haturity

| ESSENTIAL Details | ESSEM ummary |

CYBERSECURITY



http://www.cyfun.be/
http://www.cyfun.eu/

T h e 4 D eta i I S, ta b ‘ ‘g;‘ CYBERSECURITY

Introduction [ BT IAGE BASIC Details | BASIC Summary | IMPORTANT Details | IMPORTANT Summary | ESSENTIAL Details | ESSENTIAL Summary |[[EE gl

MANUAL INPUT (unprotected cells)

BASIC
Subcategory | Subcategory Category Cateqgory
. . Documentation | Implementation | Documentatio | Implementatio | Documentatio | Implementatio L . _
Cateqory Key Measure Subcateqory HRequirement Guidance P : P . 3 P : Comments andlor additional information
Seare Seare n Maturity n Maturity n Maturity n Maturity
Score Score Score Score
«This inventory includes fized and portable computers, tabletz, mobile
phones, Programmable Logic Contrallers [PLCs), sensars, actuators,
) ) Aninventony of assets associsted with inkarmation and information proceszing [ robotz, machine tools, frmware, network switches, rauters, power supplies,
I0.AM-1: Physical devices and systems T o ) .
facilities within the arganization shall be documented, reviewed, and updated and other networked components or devices. 1,00 1,00

within the organiz ation are inventaried L. .
9 when changes ocour, «Thiz inventony must include all azsets, whether or not they are connected bo

thi araanization's netwark

‘ | ul,

Optimizing
(5 ) Your own
\-_-/ e, d : 1,00 1,00 n OteS

( tected cells)
wd. p
Asset Managemer
data, perzonnel, devic A U TO M AT I ‘
facilities that enable t [es Of USes,
achieve buziness purp > boyour 08 1,00
and managed canzister of allthe . C: al C u I at I 0 I"]
imparkance bo arganizati o B gu:uu;:an thirk.
the crganization’s risk, strateqy, ID.AM-3: Organizational communication . . A of, but you do not need to be too specific. For example, you may keep
and data fows are mapped Information that the organizatian stares anduses shall be identified. custamer names and email addreszes, receipts for raw material, your 1,00 p r O t'e Ct e d C e | | S

banking information, or other proprietary information,

«Conzider mapping this information with the azzociated assets identified in
the inventaries of phyzical devices, systems, software platborms and
applications uzed within the organization [ee [0AR-18 IDLARN-2),

I0_AM-4: Euternalinformation systems are
catalogued

Qutzaureing of systems, software platforms and applications uzed within the

WO REQUREMENT arganization is covered in 10801 IDARM-2.

«Dletermine orqanization®s resources [e.g, hardware, devices, data, time,
perzonnel, information, and software):

o'wthat would happen ba my business if these rezources were made public,
damaged, lozt...?

o'wthat would happen bo my business when the integrity of resources is no
langer quaranteed?

owhat would happen bomy business it fmy customers couldn® access
these resources? Aind rank these resources based on their clazzification,
critic:aliy, and buziness value.

‘Resources should include enterprise assets.

ID_AM-5: Resources (e.g. hardwars,
devices, data, time, personnel, and software)
are prioritized bazed an their claszification,
criticality, and business value

The organization®s rezources [hardware, devices, data, time, persannel,
information, and software) shall be prioritized bazed on their classification,
critic-ality, and buginess walue,

1,00 1,00

Documentation Implementation
score score
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® — Thresholds in CyFun®

Key Measures 13
> 2,5/5 for each key measure
Total Maturity level > 2,5/5 (see self-assessment tool — summary tab)
IMPORTANT
Key Measures 13 (Basic) + 8 (Important)®
= 3/5 tor each key measure
Total Maturity level = 3/5 (see self-assessment tool — summary tab Important)
ESSENTIAL
Key Measures 13 (Basic) + 8 (Important) + 8 (Essential)™
> 3/5 tor each key measure
Category Maturity > 3/5 tor each category
Total Maturity level > 3,5/5 (see self-assessment tool — summary tab Important)

(*) See Part IV of the CAS 20 —®




4 ) S VAY CYBERSECURITY
The ‘Summary’ tab v

ation | Implementation .
pEem Total Maturity level
Mmaturity S¢core | .

Category 1,01 1,14
Maturity Score oo

WJ ---------- Tool Version 2024-01-08

B i USE LAST VERSION

CyberFundamentals Categories

Target Maturity
Score

Full
AUTOMATIC

calculation
(protected cells)

Asset Management (1DL.AM)

-
[

[
y

Supply Chain Risk Management (1D.5C)
Identity Management, Authentication and Access Con

-

....................................................................................................... e 2 e 200
cw e B Eintenance (PRMA) e o 300 ¥ S
Key Measu re Matu rlty Z 3/5 Protective Technology [PR.PT) 3,00 1,00
Ancmalies and Events [DE.AE) 3:1]] 100 |
DETECT  |Security Continuous Monitoring (DECM) & 300 | I
Detection Processes (DE.DP) 3,00 1,00

Response Planning (RS.RP)

Category Maturity = 3/5

Improvements (RS.10)
Recovery Flanning (RC.RP)

Total Maturity = 3,5/5

Communications (RC.CO)

- L
KEY MEASURES (KNM) KEY MEASURES (KM) KEY MEASURES [(KM)
Sub . ' n | Implementation Sub i : ation | Implementation Sub ;umentation | Implementation
s Requiremen | : . 5 Requirement Target A 5 : : Requirement Target KM ' :
Category : ] Ta TE'E't KM e | Maturity Score | | Category | E score | Maturity Score || catagory | B - ) turityScore | Maturity Score
: ' : : : : : i I : ; Maturity jMaturity :
: : Mﬂt“ I_i_l:_f Mﬂtl.l I_iw 5 E|I1fDrI'ﬂatIDI'.I _?E-EI.Ir.Ityl'.Ell'ld qrherse.-:ur.ltyr roles, resp Matu rlt'f Matu rlt'f 5 ‘Contractual information security and
PRAC-1 :ldentities and credentials for au ! : 100 ID.AM-6 +and authorities within the organization shall be di i 100 ' ) ) Score Score
a iand users shall be managed. : ireviewed, authorized, and updated and alignment f‘:ﬂre f‘:ﬂre : ! EE&I‘I:IEFSE-EIJ rity’ requirements for suppl
______________ L Score Score i Feeeeeenen .. prsEnizErion-internal roles and external partnars, 1and third-party partners shall be '
: R 1 i :Usage restrictions, connection requirements, i ! implemented to ensure a verifiable flz )
ETheurganlzatlun'snetwurkz.;whq 1 i 100 PRAC-3 {implementation guidance, and autharizations for : 100 IDL5C-3 P L. i 1,00 1,00
PR.AC-3 Eremqtelyshall beseql:ure?j, inclu : T T I 3 1 . s EFE-I'I'IE-dIEtIDI'I process, and to ensure tt :
Jm”'t"famra”thent"at“’"[MF“ ' .- 00 .- LU N R i correcticn of flaws identified during
1 .ﬂ}m l_lm iWherE appropriate, network integrity of the orgar eI el security and cybersecuri 3 00 100
' L ‘ : ' icritical systems shall be protected by : X . ) r ¥
Ancess permissions e ™ : i (1) Identifying, documenting, and controlling conn A [ LRES NS 2 I'I-d _E_l}:'_a_l_q Sk e i1t 1 ) e B

PRACA ;orga H:JIDn’ssvsmmsshall be oenneo ana i BRI | Lue ] L : 1,00 PR.AC-S ' between system components. ETheurganlzatlun =shall eztablish

‘managed. : A ) : . .
: i[2) Limiting external connections to the o rcontractual requirements permitting tne :

............... weeeee] | IWSC-2  organization to review the ‘information 3.00 1.00 1.00 1.00
ilt zhall bE.ide.ntiﬂed w.hu shoul — PRAC.S T 1security and cybersecurity’ programs :

PR.AC-4 :theorganization’s business's critidqgginform 1,00 i boundaries within the organizatiof® critig e iimplemented by suppliersand third-party | 0. . ..M ] R
;and technology and the means to get acces. e | 'implementing boundary protection devicemEEEE ey i The organization shall parform a :
iEmpIu?eeaDcessmdata and information shall be! [ [ iThe orzanization shall take appropriste actions resulting in :documented risk assessment
!limited to the systems and specific information Lo e e e - [ . ‘oreanization's critical svstem t ctions

Introduction | [JNETEICEEN BASIC Detalls | BASIC Summary | IMPORTANT Details | IMPORTANT Summary | ESSENTIAL Details | ESSENTIAL summary |JEEELE
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® CyberFundamentals
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CyberFundamentals Toolbox is publicly available = www.cyfun.be

@ Cy’bgrfund;
) CzllferFun i be
® CyberFunde s | be
iy = be
K B iomomorell /
CyberFundamentals\ /CyberFundamentaIs Labels\
Conformity =T ™
Assessment | |
BASIC IMPORTANT ESSENTIAL '
S C h eme Verified Verified Certified
for CAB’s N o

® CENTRE FOR

CYBERSECURITY
BELGIUM

CyFun®
Framework mapping

CyFun®
Selection tool

(Risk Assessment)

Nation State

Score CyFun Level

TTTTT

285 ESSENTIAL

CyFun®
Self-Assessment tool

snﬁn?snfsmnsnnn

CyFun® BASIC
Policy templates

/
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®— CyberFundamentals and NIST CSF 2.0

. To align the CyberFundamentals framework with NIST CSF 2.0 “*‘r’ﬁ%ﬁfﬁiﬁ” ,

DETE

- To include feedback received from users during the past period

- To include new threats based on the recent cyber incidents in Belgium
(input from CERT)

- To include evolutions In cyber security

When? spring 2025
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CCB Certification Authority (NCCA) Q:@

certification@ccb.belgium.be

Centre for Cybersecurity Belgium
Under the authority of the Prime Minister

Rue de la Lol / Wetstraat 18 - 1000 Brussels
www.ccb.belgium.be
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